
A global leader in shipping and logistics, Mediterranean Shipping Company (MSC) 

operates across a global network of 675+ local offices in 155 countries. Following years 

of rapid expansion and a large-scale migration to Azure, MSC’s network complexity grew 

exponentially, making segmentation and visibility major security challenges.

MSC took a proactive approach to advancing segmentation with Azure Network Security 

Groups (NSGs), but manually analyzing logs and building firewall rules slowed the pace of 

network hardening. To scale faster and simplify operations, MSC adopted Zero Networks, 

achieving 95% segmentation coverage – without the heavy lift.

How MSC Achieved
95% Segmentation and
Freed Up Critical Resources
with Zero Networks 



Committed to a strong security posture, MSC 

wanted to segment their network – an initiative 

that was validated and prioritized by pen test 

findings. As MSC expanded its global footprint 

and migrated to the cloud, the organization’s 

IT security and infrastructure teams needed 

to keep an increasingly complex network 

properly segmented and operating smoothly; 

segmenting and scaling their efforts with Azure 

NSGs proved manual and time consuming, so 

the team pursued a solution to scale faster and 

simplify operations.  

Challenges

The move to the cloud brought rapid growth and complexity:

When MSC transitioned into Azure, its central global team assumed responsibility for managing a complex, 

expansive environment. “The move into Azure came with rapid growth and rapid complexity,” Fedelini said. 

“Trying to keep that properly segmented was what led us to needing something like Zero Networks.”

Limited visibility stood in the way of policy creation: 

Application owners often can’t define which systems need to communicate; this left MSC with a limited 

understanding of necessary internal traffic patterns. Without comprehensive visibility into network traffic, 

creating rules proactively was difficult.

The risk of business disruption loomed as bandwidth stretched:  

Dedicating the resources necessary to keep up with manual analysis and rule creation wasn’t tenable, even 

for a rapidly growing networking team like MSC’s. On top of that, the risk of disrupting the business remained 

a key concern as MSC fulfills an extremely critical role in global supply chains. 

Manual segmentation was slow to scale: 

The team initially handled segmentation through Azure NSGs and manual rule creation, but the process 

proved too slow and cumbersome for MSC’s forward-thinking security objectives, requiring countless hours 

of log analysis for partial coverage. MSC needed a scalable, dynamic approach where every new request 

wouldn’t require manual rule creation.

We have a large, rapidly growing
global environment, and achieving the level of 

segmentation we needed was incredibly difficult. 
After several pen tests, it became clear we had to 
tighten everything up – but traditional methods 

simply couldn’t scale. We were spending countless 
hours analyzing logs and managing rules, only to 

protect a fraction of the environment.

Sergio Fedelini
Senior Vice President,
IT Infrastructure
MSC



Recognizing the need to adopt a scalable, dynamic, and comprehensive approach to granular segmentation, 

MSC’s CISO introduced the team to Zero Networks. The solution immediately stood out for its robust automation, 

simplicity, and agentless architecture. 

Why MSC Chose Zero Networks

Zero Networks stood out to MSC for its: 

Agentless architecture:

Zero’s agentless approach was a key differentiator for MSC as it meant less manual work and 

overhead than agent-based solutions, as well as fewer potential points of failure – particularly in 

large environments like MSC’s. “Technically speaking, what was surprising was not having any client 

on the VM, [Zero] just works via API,” said Alberto Serra, Global Network Architect Manager at MSC. 

Automated asset discovery and learning:

Leaning on Zero’s robust automation engine, MSC streamlined asset tagging and the process of 

learning network connections. Long term, Zero’s automated approach unlocked the scalability 

MSC needed. Since Zero’s automated learning period can be tailored to an organization’s precise 

needs, MSC fine-tuned the duration of automated learning to account for regular but infrequent 

activity, like quarterly reports. This capability unlocked comprehensive visibility without countless 

hours of manual effort. 

Confidence through comprehensive visibility:  

Zero’s end-to-end visibility eased initial concerns about any unintended behaviors from the 

solution leading to operational disruptions. “We can see pretty quickly if something is getting 

blocked when we segment systems,” Fedelini said. “That visibility really helped build confidence.”  

Just-in-time verification at the network layer: 

MSC already used privileged access groups (PAGs) in Azure, but Zero’s integrated network-layer 

MFA was a valuable addition to control access to RDP. 

We do just-in-time permissions in Azure, but to have another layer on
top which was logged, controlling traffic from the networking standpoint, 

made our controls even more robust.

Sergio Fedelini, Senior Vice President, IT Infrastructure, MSC



Results

Scaled segmentation across a complex global network:  
MSC successfully segmented roughly 95% of its servers by adopting Zero Networks – after previously spending 

more than a year on manual-intensive strategies, the MSC team greatly increased their segmentation depth  

while minimizing manual effort. 

Hardened and continuously validated security posture:
Network hardening was MSC’s top priority before implementing Zero, and it remains the most important 

outcome. Routine pen test analysis and network segmentation reviews confirm MSC’s strengthened security 

posture; by centrally managing policies alongside MSC’s existing firewall infrastructure, Zero Networks plays a key 

role in continuous security validation. 

Saved countless hours and resources: 
By leveraging Zero’s deterministic automation, MSC eliminated the need to dedicate countless resources to 

creating and enforcing segmentation policies manually. What once required hours of log analysis now happens 

automatically, allowing MSC to achieve their segmentation goals without adding dedicated headcount. 

Unlocked visibility into network activity: 
Zero Networks introduced “a different way to look at what’s going on inside our environment,” according to 

Fedelini. These insights accelerate and streamline network operations. 

You’ve seen how MSC transformed their security with 
Zero Networks. Now it’s your turn.

Request a demo

With Zero Networks, MSC hardened their network 

with granular, automated microsegmentation – 

no additional resources or endless manual effort 

required. Zero delivered a simple, effective solution 

for securing MSC’s complex environment without 

disrupting the business. 

Segmented 95% of servers 

Dramatically reduced manual workload, 

eliminating hours of log analysis and rule 

maintenance for significant time and 

resource savings   

Validated lateral movement prevention 

with internal red team tests

Strengthened just-in-time privileged 

access controls 

Unlocked comprehensive visibility for 

troubleshooting and network control 

Observed measurable improvement in 

containment and hardening

Key Results:

Zero Networks has completely
changed how we manage segmentation. 

What once took more than a year of 
manual work and endless log analysis is 
now fully automated. We’ve segmented 

about 95% of our environment in 
minimal time, gained complete visibility 
into network activity, and dramatically 

strengthened our defenses.

Sergio Fedelini
Senior Vice President, IT Infrastructure

MSC

https://zeronetworks.com/request-demo

