
A large, family-owned American gasoline and convenience store chain, 

headquartered in the southeastern U.S., was looking to improve the overall security 

of their IT network. With nearly 700 locations, there were plenty of potential 

vulnerabilities across a highly distributed network where each location had its own 

IT resources. Segmenting this environment and applying just-in-time MFA to end 

users with traditional security methods was daunting and was estimated to be a 

multi-year project.

With Zero Networks, the retail chain achieved comprehensive network segmentation 

and just-in-time MFA enforcement in a fraction of the time quoted by other 

vendors – without adding manual work or operational complexity. 

How a Leading U.S. 
Retailer Secured 700 
Locations in 2 months 
Using Zero Networks



The retailer’s current environment makes change control and applying new policies to the network manual, 

time-consuming, and resource-intensive. In an ever-evolving threat landscape, they needed to strengthen 

their current security posture and achieve the flexibility to maintain those improvements over time with 

minimal impact to their business.

Challenges

Complex Attack Surface

700 locations each had their own IT infrastructure 

while being connected to the corporate network. 

There were multiple laptops and endpoints at 

each station that needed segmentation.  

Need for MFA Everywhere

With a diverse population of end users across 

so many network locations, adding another 

layer of security through MFA was essential.

Maintaining Change Controls

Manually applying network policies was 

inefficient and required documentation and 

approvals to stay compliant.

Limited Resources

Traditional tools require a full-time dedicated 

resource to manage segmentation which was 

not an option for them.

All other equivalent tools would require a much longer 
deployment process and often a full-time resource to 

manage it. Zero’s deployment time was amazingly short, 
and it did not require a dedicated resource to maintain!

Executive Director of Infrastructure,
Leading U.S. Retail Chain



Zero Networks stood out to this leading U.S. retail chain for its:

Fast, Seamless Rollout:
They partnered with Zero Networks to set up 
the automation engine for its environment; once 
setup was complete, the new policy rules were in 
place in minutes.

Control and Compliance:
The automation engine learned their entire 
environment while simultaneously providing 
visibility and a record of policies applied for 
compliance audits.

Zero Trust Architecture:
Using least privilege security principles combined 
with patented network-layer MFA, Zero ensures 
that only the right users and admins have access 
to what they need – nothing more.

Agentless Approach:
No agents were required to segment all of their 
clients, servers, and devices across nearly 700 
locations and 2,000 endpoints.

Mitigation of Lateral Movement:
Segmentation of all assets and MFA challenges 
applied everywhere mean most threats are 
prevented, and those that do occur are isolated. 

The ability to contain lateral movement and minimize threats using an automated, agentless solution that wouldn’t 

degrade network performance – was too good to pass up.

700 sites and 2,000 endpoints were secured in just two months - with dynamic MFA enforcement everywhere 

to shrink the attack surface. Zero delivered microsegmentation in one third the time that was quoted by other 

vendors. Policies were applied in minutes with full audit logs for compliance, reducing human error.

Our Zero Networks implementation and deployment has 
been amazing! We looked at three other equivalent tools, 

and I could not be happier that we stuck with Zero.

Executive Director of Infrastructure,

Leading U.S. Retail Chain
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Results
With Zero Networks, this leading U.S. retail chain 
removed the need for a lengthy, complex manual 
segmentation roll-out across a highly distributed 
network. Zero Networks’ solution delivered peace of 
mind that their security posture is greatly improved 
across all assets groups, and systems. 

3x Faster Implementation 
Other vendors they considered said it would take a minimum of six months to segment some of their 

environment. With Zero Networks, it was done in two months, delivering significant time and resource savings. 

Segmentation Without Downtime 
Zero’s automation engine quickly learned the entire environment, enabling rapid hands-free segmentation without 
requiring change windows that would create network downtime.

Locked Down Lateral Movement 
With all assets granularly segmented and MFA enforced for privileged access and critical systems, hackers have no 
ability to move laterally across the network.

Increased Visibility and Compliance 
Zero’s dashboard enabled the retailer to map their entire environment and unlock a consolidated view of how 
all the new policies were applied. And because this process was fully automated, the risk of human error was 
simultaneously reduced.

Efficiency with a Lean IT Team 
Zero Networks allowed them to pursue a much simpler, less resource-intensive path. The projects pitched by other 
vendors all required a full-time dedicated resource to manage policy change controls and monitor each change 
as it was made.

Segment smarter, not harder. Request a demo

We’ve had great success 
mitigating the threat landscape 

by deploying Zero Networks’ 
microsegmentation solution… 

and Zero Networks’ engineering 
team has been very attentive to 

our needs.

Solution Architect,

Leading U.S. Retail Chain

Saved hundreds of manual hours implementing 
microsegmentation – a massive cost savings

Did not require expensive professional services

Reduced microsegmentation deployment 
timeline by 1.5-2 years

Streamlined audit compliance with enhanced 
visibility and control of the network

Enforced just-in-time MFA everywhere to 
dynamically secure all endpoints and block 
unwanted lateral movement

Removed the need for an additional full-time 
employee – another cost savings

Key Results:

https://zeronetworks.com/request-demo

