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How Istituto Nazionale Tumori
IRCCS “Fondazione G. Pascale”
Protects 6 Million Residents’
Healthcare and Earned a Perfect
Audit Score with Zero Networks

A leading European scientific hospital and treatment institution, Istituto Nazionale Tumori
supports life-critical clinical operations while advancing cancer research for a region

of 6 million people. Business continuity is non-negotiable for Istituto Nazionale Tumori,
but traditional segmentation strategies left the organization with blind spots and low
enforcement confidence; amid rising compliance pressure, they needed a provable way to
safeguard critical operations.

With Zero Networks, Istituto Nazionale Tumori unlocked end-to-end visibility and granular
control to scale dynamic protection across its complex environment and insulate patient
care against disruption. The organization validated its enhanced cyber resilience with a

perfect regulatory audit score — far above the industry average.



Challenges

Istituto Nazionale Tumori faced a practical challenge, familiar to healthcare organizations: they needed to protect an
increasingly complex environment without affecting business availability. Traditional strategies left gaps that were difficult to
close with a lean IT team and limited internal visibility amplified the risk of third-party connections.

Traditional segmentation failed to deliver peace of mind:

VLANS, subnets, access control lists, and firewall policies gave Istituto Nazionale Tumori baseline protection,
but these traditional segmentation strategies didn't deliver the assurance needed that internal traffic was
sufficiently controlled.

Limited East-West visibility blocked stronger policy decision:

Without a clear view of internal traffic, it was difficult to effectively define policies for machines and servers
dedicated to specific functions or for the myriad third-party vendors and contractors connecting to the
network.

Third-party access increased exposure and reduced control:
Istituto Nazionale Tumori's environment includes extensive third-party connectivity — vendors connect to
manage clinical applications, infrastructure components, and in some cases, full systems. Without granular

internal enforcement, these connections increased risk, particularly when they enabled changes beyond the
security team’s view.

Manual approaches were unsustainable with limited IT resources:

Managing segmentation through traditional controls was too labor-intensive for a team without abundant
security engineering capacity.

Traditional segmentation gave us structure, but it didn't give
us confidence. We didn’t have full visibility into what was
happening inside the network. We needed to strengthen

our internal controls without impacting the availability of

Rocco Saviano healthcare services — that balance was essential.
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Why Istituto Nazionale Tumori Chose

As the institute evaluated how to strengthen security without disrupting critical operations, it became clear they needed a
solution that could provide immediate visibility, enforce least-privilege access safely, and reduce internal risk — even with
extensive third-party connections.

Zero earned Istituto Nazionale Tumori's trust through its accurate automation and ease of use, delivering the visibility and

protection the organization needed without jeopardizing key functions.

Zero Networks shifted us from a reactive model to
a controlled model - if something isn’t explicitly
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defined and approved, it's not allowed.

Director of Digital Transformation, Istituto Nazionale Tumor

Zero Networks stood out to Istituto Nazionale Tumori for its:

@

Effortless deployment with no operational
disruption:

Istituto Nazionale Tumori explored multiple solutions
but quickly realized Zero Networks stood apart with its
agentless architecture and non-disruptive deployment
model, allowing the organization to achieve granular
segmentation without installing additional agents,
rearchitecting systems, or risking downtime.

Accurate, automated policy creation:

Unlike solutions that require manual tagging, grouping
policy creation, and enforcement, Zero’s deterministic
automation engine generates precise policies based
on observed network behavior. The accuracy of Zero's
human-on-the-loop approach built immediate trust.

@ Comprehensive visibility into internal

©

traffic:

Zero unlocked visibility into internal traffic patterns
with real-time insights into how systems and users
were communicating. This gave Istituto Nazionale
Tumori a new level of confidence and control, even
uncovering unsanctioned devices and previously
hidden traffic patterns.

Strong guardrails for third-party
connections:

With Zero, Istituto Nazionale Tumori could

move beyond permissive defaults to controlled
enforcement, granularly tracking third-party activity
and strictly aligning access business need.

The accuracy of the rules generated by Zero’s automation gave us strong
confidence that segmentation would not disrupt operations.
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Director of Digital Transformation, Istituto Nazionale Tumori

ZERO.

Networks

IsTITUTO NAZIONALE TUMORI
IRCCS - Fondazione Pascale



Results

With Zero Networks, Istituto Nazionale Tumori translated visibility and
enforcement into measurable, externally validated outcomes. Zero
delivered a simple, scalable solution for securing Istituto Nazionale
Tumori’s complex environment and streamlining compliance.

Achieved a perfect 5/5 regulatory audit score:

Istituto Nazionale Tumori validated the impact of Zero Networks on
their security posture during a cybersecurity maturity assessment
tied to NIS2 enforcement; the organization received a perfect 5 out of
5 rating, though the regional healthcare average is just 3 out of 5.

Reshaped cyber insurance risk evaluation and
lowered premiums:

When Istituto Nazionale Tumori’'s cyber insurance provider conducted
arisk assessment across multiple healthcare institutions in order to
set premium rates, their segmentation depth stood out dramatically.
“Our level of microsegmentation was unlike anything else the insurer
had seen in our region. It forced a different conversation about how
cyber risk should be evaluated,” Saviano said. The organization’s
security posture prompted the insurer to reconsider how it measures
segmentation maturity and risk exposure.

Reduced dependency on specialized network staff:

Key Results:

o

o

5/5 cybersecurity maturity
score in NIS2-related audit

Lowered cyber insurance
premiums and prompted insurer
to update risk modeling

Regained ~1 FTE through
accurate, automated approach

Unlocked end-to-end visibility
and gained third-party access
control

Protected critical operations
for a regional healthcare hub
serving 6 million residents

After implementing Zero, the institute experienced an unexpected operational benefit. When a network engineer left the
organization, security posture and network operations remained stable thanks to Zero's automated approach, which enabled

the lean IT team to maintain strong enforcement with less overhead.

Discovered and controlled unsanctioned devices and third-party activity:

Zero surfaced devices, traffic patterns, and permissions that had previously remained hidden — a common challenge for large
healthcare organizations. This allowed Istituto Nazionale Tumori to identify excessive permissions, block unexpected traffic

flows, limit third-party access, and restrict lateral movement by default.
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microsegmentation from Zero Networks.

Zero enabled a level of visibility and control that simply didn’t exist before.
We strengthened security across the organization without ever compromising
patient care. Audits and assessments validate that we've set a new standard for
cybersecurity excellence in our region and industry with dynamic, identity-based
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Zero Networks. Now it's your turn.

You've seen how Istituto Nazionale Tumori enhanced
cyber resilience to safeguard critical operations with



https://zeronetworks.com/request-demo

