
Mikron is the leading partner for high performance production systems to manufacture 

complex and precise components in high volumes. But when it came to securing their 

network, Mikron faced challenges common to many mid-sized businesses: limited 

resources, a lean IT team, and the complexity of managing security baselines across 

constantly changing systems. 

After struggling to manage firewall rules manually, Mikron turned to Zero Networks and 

found the simplicity, speed, and Microsoft compatibility they needed.  

Mikron Simplifies 
Segmentation and Gains 
Operational Agility with 
Zero Networks 



Mikron needed to secure its environment without the luxury of a large security team 
or enterprise-grade overhead; maintaining consistent firewall policies and network 
protections proved nearly impossible with their previous approach, which relied 
heavily on Group Policy Objects (GPOs).  

We tried to manage Windows Firewall through GPOs. We worked on it just 

long enough to understand it was not sustainable.

“

“Rolando Galeazzi
CISO, Mikron

Challenges

Key challenges included:
Firewall fatigue:
Managing firewall rules through GPOs was unscalable, 
especially with frequent application updates and new 
servers being added to the environment. 

Stretched bandwidth: 
The effort initially required a full-time equivalent (FTE) 
just to keep firewall rules current – and even that 
wasn’t enough. 

Incomplete segmentation:
A large IT transition from Microsoft System Center 
Configuration Manager (SCCM), now known as Microsoft 
Endpoint Configuration Manager (MECM), to Intune lacked 
an automated segmentation component, leaving gaps in 
internal controls.

Integration gaps: 
Other vendors required proprietary multi-factor 
authentication (MFA) systems that didn’t integrate with 
Mikron’s Microsoft environment.



When Mikron was introduced to Zero Networks, the team quickly 
realized they had found a better path forward. 

Zero Networks stood out to Mikron for its: 

Effortless rollout:

Clarity and control: 

MFA flexibility: 

Ease of integration with Microsoft:

Operational efficiency: 

The proof of concept (PoC) was running in minutes 
with minimal configuration.  

The dashboard clearly flagged segmentation health 
issues and conflicts with existing GPOs, making it 
approachable for both system administrators and 
networking staff.

Seamless integration with Microsoft MFA enabled 
Mikron to maintain a consistent user experience 
without operational disruptions.  

Zero’s compatibility with Mikron’s Microsoft 
environment ensured trust and synergy 
across the security stack. 

A task that previously required an entire 
FTE can now be shared between multiple 
team members.  

Why Mikron Chose 
Zero Networks As soon as I saw it, I said ‘please 

take a look at this.’ Our CISO, 
system admin, and networking 
guy agreed immediately that 

this was our golden egg.

“

“Stefano Baranzini
IT Team Leader, Mikron

Zero Networks complements trusted ecosystems like Microsoft to make 
segmentation effortless and security operations nearly invisible. Mikron’s 

success proves you can make your stack smarter, simpler, and more secure – 
without reinventing it.

Benny Lakunishok
CEO and Co-Founder, Zero Networks

“

“



Results
With Zero Networks, Mikron has significantly reduced the operational 
burden of securing their network and gained better visibility, control, 
and collaboration with existing tools. Zero’s solution allowed Mikron to 
complete what was once a multi-year challenge in months – without 
increasing headcount or relying on inflexible solutions. 

Freed up critical IT resources:
Mikron was previously forced to dedicate one team member just 
to maintain firewall rules via GPOs. With Zero Networks, firewall 
management is no longer a full-time job. Galeazzi said, “One 
dedicated FTE has been saved and reallocated to meaningful work.” 

Simple, speedy implementation:
Past segmentation efforts were so complex that they were 
abandoned after months of frustration. Zero Networks allowed Mikron 
to move forward quickly, with full segmentation rollout completed 
within weeks – not years. 

Enhanced visibility:
Zero’s dashboard helps Mikron map services between clients and 
servers – insights that were previously inaccessible. This visibility 
enables more informed decision-making, faster response times, and 
easier management of assets requiring telemetry for 
Microsoft Defender.

Reclaimed one FTE and 
refocused to meaningful 
security work 

Accelerated segmentation 
timeline by years 

Gained actionable telemetry 
and service mapping 

Integrated seamlessly with 
Microsoft tools and workflows 

Expedited response to 
 network anomalies  

Made day-to-day management 
of microsegmentation 
set-and-forget 

Key Results:

Seamlessly integrated with the existing environment: 
Zero Networks effortlessly secured Mikron’s existing Microsoft infrastructure rather than requiring proprietary tools. 
Thanks to Zero’s Microsoft compatibility, Mikron was able to link Zero Networks with Microsoft Sentinel and block IP 
ranges flagged by their security operations center (SOC) directly from Zero’s dashboard. Now, they’re exploring more 
opportunities to connect Zero Networks with Microsoft services for a more cohesive, efficient security stack.

Segment smarter, not harder Request a demo Self-guided product tour

To do this by GPOs would have taken 300% more effort ... We needed one 

FTE just to do this before Zero. Now, we can easily share this work.

“

“Stefano Baranzini
IT Team Leader, Mikron

https://zeronetworks.com/request-demo?utm_medium=document&utm_source=zero_networks&utm_content=mikroncasestudy
https://zeronetworks.com/try-zero?utm_medium=document&utm_source=zero_networks&utm_content=mikroncasestudy

