
With a broad geographic footprint and a workforce spanning drivers, 

operations staff, and corporate employees, CRE’s IT environment 

reflects that scale. The security team is responsible for protecting 

a complex hybrid network that includes on-premises data centers 

and a large fleet of endpoints - all while supporting 24/7 operational 

demands that cannot tolerate downtime.

C.R. England Gains  
East-West Visibility and 
Stops Lateral Movement 
with Zero Networks 

CASE STUDY



Like many large enterprises that grew rapidly over decades, C.R. England 
inherited a flat, largely unsegmented network. Traditional perimeter-
focused controls provided strong north-south visibility, but east-west 
traffic between systems moved largely unchecked. Any attacker or 
malware that established an initial foothold inside the network had 
significant freedom to move laterally - reaching critical systems, domain 
controllers, and sensitive operational data with minimal resistance. C.R. 
England implemented a level of zone segmentation which greatly increased 
administrative complexity and partially addressed this gap. The operational 
overhead was prohibitive, and every new zone creation meant potentially 
maintaining thousands of rules across a constantly changing environment. 
Manual rule management across a network of CRE’s size wasn’t just difficult 
- it was functionally unsustainable for the growing needs of the business.

Zone segmentation addressed north-south movement but did nothing to control lateral traffic within 
a zone. A single compromised server could be used as a pivot point to exploit any other device in the 
same zone - with no network controls in place to stop it.

East-west traffic within zones was invisible to the perimeter and zone firewalls. Even in the event of an 
active compromise, the team would struggle to identify where it originated or how far it had spread. 
Compounding this, years of administrator, engineer, and developer turnover had left hundreds of 
microservices running in the datacenter with little to no documentation - services whose original owners 
had long since left the company and whose communication patterns were unknown.

If an attacker obtained valid administrative credentials - through phishing, credential theft, or lateral 
movement - there was nothing preventing those credentials from being used to access production 
servers directly. Getting MFA enforced on all production server access was a core security goal that 
existing tooling couldn’t deliver.

Challenges “

“

Our biggest concern was that we 
had no real picture of traffic within 

zones. Years of people building 
services and moving on left us with a 
datacenter full of things we couldn’t 
fully explain, in an environment with 

extreme uptime standards.

Remi Springer
Cybersecurity Program Manager, C.R. England

Three specific gaps drove the decision to evaluate Zero Networks:

Uncontrolled East-West Traffic

No Visibility Into What Was Actually Running

No MFA Enforcement On Privileged Access Paths



Zero Networks applies the same learn-then-segment approach across three distinct planes of visibility: network traffic, 
identity, and RPC communications. For CRE, this meant a single platform that could answer three questions simultaneously 
- what is talking to what, what accounts are authenticating where, and what RPC operations are being called by whom - 
before enforcing controls on any of them.

Why C.R. England Chose Zero Networks

If an attacker obtained valid administrative credentials - through phishing, credential theft, or lateral movement - 
there was nothing preventing those credentials from being used to access production servers directly. Getting  
MFA enforced on all production server access was a core security goal that existing tooling couldn’t deliver.

Zero Networks delivered what existing tooling couldn’t: MFA enforcement on administrative access to 
production servers, using existing identity infrastructure. Compromised credentials alone are no longer 
sufficient to reach production systems.

The learning period surfaced communication paths that had never been documented - and found 
significant problems along the way. Services were found communicating well outside their intended 
scope: server-to-server traffic reachable from user zones, and firewall rules provisioned for multiple 
ports where only a subset were ever actually used. The remaining ports had been sitting open 
indefinitely with no mechanism to detect the drift. Beyond the misconfigurations, some asset owners 
had silently disabled or modified policies within host-based firewalls on their servers - a risk that had 
gone completely undetected until Zero Networks’ learning mode exposed it.

Zero Networks’ identity segmentation view maps what service accounts and administrative accounts 
are actually authenticating to across the environment - and enforces the same learned baseline. For 
CRE, this surfaced disabled service accounts still making authentication attempts, and active service 
accounts with permissions far broader than their actual usage required. The result is least-privilege 
enforcement grounded in observed behavior, not assumptions made at provisioning time.

Zero Networks monitors and segments RPC communications the same way it handles network traffic and 
identity - learn first, enforce from a known baseline. This visibility proved critical during CRE’s deployment 
when Zero Networks blocked an endpoint attempting to make Active Directory replication calls. AD replication 
is a function exclusive to domain controllers, and the endpoint’s behavior did not match the established profile 
for workstations on the domain. Zero Networks blocked the Directory Replication Service RPC calls before they 
could complete. CRE investigated and confirmed the endpoint had been compromised - a threat that the 
existing security stack had not detected and that Zero Networks stopped before it could progress.

Automated Learning With No Enforcement Risk

MFA On Every Privileged Access Path

Traffic Segmentation and Service Dependency Mapping 

Identity Segmentation

RPC Segmentation



Results
East-west lateral movement contained: 
With Zero Networks enforcing default-deny policies within zones, an 
attacker who gains a foothold in CRE’s environment now faces hard 
controls on where they can move. The blast radius of a potential 
compromise has been significantly reduced.

Host firewall gaps closed and monitored: 
Asset owners disabling or modifying local firewalls without detection 
is no longer possible. Zero Networks provides continuous visibility 
into host firewall state, closing a silent risk that had persisted for an 
unknown period.

Complete service dependency map for the first time: 
The learning period gave CRE the first accurate, evidence-based picture of communication patterns across their 
datacenter - including services that had never been documented. Overpermissive rules have been right-sized, out-of-
scope access has been closed, and the team now has an ongoing feedback loop for detecting configuration drift.

Service account sprawl identified and remediated: 
Identity segmentation exposed disabled service accounts still making authentication attempts and active accounts with 
permissions well beyond their actual usage. Least-privilege enforcement is now grounded in observed behavior rather than 
stale provisioning decisions.

Active compromise detected and blocked via RPC segmentation: 
Zero Networks blocked an endpoint attempting to make Directory Replication Service RPC calls - a behavior exclusive 
to domain controllers that did not match the established workstation profile on the domain. Investigation confirmed the 
endpoint had been compromised. Zero Networks stopped the threat before it could progress, surfacing an active intrusion 
that the existing security stack had not caught.

Security team visibility dramatically extended: 
Network telemetry from Zero Networks feeds into CRE’s SIEM platform, enriching alerts and investigations with east-
west context that was previously invisible. The platform also provides ongoing operational value - surfacing traffic that 
was requested but blocked, and connections reaching hosts with no active listener - dramatically reducing time spent 
troubleshooting connectivity and policy issues for the network team.

MFA enforced on all production server access: 
Administrative access to production servers now requires active MFA authentication regardless of credential validity. 
Compromised admin credentials cannot be used for lateral movement to production systems without satisfying the MFA 
challenge.

Containment by design. Resilient by default. Request a Demo

“

“

Zero Networks gave us a level of 
visibility we hadn’t had before - 

both in what our network is actually 
doing and in our ability to stop 

malicious activity from spreading.”

Remi Springer
Cybersecurity Program Manager, C.R. England

https://zeronetworks.com/request-demo?utm_medium=document&utm_source=zero_networks&utm_content=cr_england_case_study

