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loT and OT
Segmentation

with Zero Networks

Zero Networks' loT and OT segmentation solution is designed to protect any unmanageable device
by strictly controlling its inbound and outbound connections. The solution uses automated,
agentless technology enhanced with multi-factor authentication (MFA) to secure IOT and OT
environments and any unmanageable devices.

Examples of Protected Devices®

ot 15

Manufacturing devices
Traffic light systems

Programmable Logic
Controllers (PLCs)

Human Machine Interfaces
(HMIs)

Pump controls

*List is not exhaustive.

loT

Badge scanners
IP cameras
Printers

Healthcare equipment

Appliances

Storage appliances
(NetApp, EMC, etc)

Network equipment
(switch or router)

Virtualization appliances
(like VMware ESX)




How It Works

Zero Networks' segment server connects to switches and routers, collects all connection metadata for a learning
period of 30 days, and creates accurate Network Access Control Lists (ACLs) that limit OT and unmanageable device
traffic to operational needs only. MFA can be required for any unmanageable device connection, which is a default
requirement for all admin ports.

Zero Networks can automatically:
»  Configure the policies on the port denoting which sources and destinations can communicate

inbound/outbound to/from the device.

. Remotely connect to the switch and control ACLs and Access Control Entries (ACEs)

By combining Zero Networks’ OT segmentation capabilities with our default inbound block and network-layer
MFA, organizations are able to effectively secure critical resources and unmanageable devices to defend against
sophisticated attacks and achieve cyber security compliance, all while reducing operational costs and complexity.

What’s Different about Zero’s OT Segmentation Capabilities

Automated Policy Creation Zero Networks employs deterministic rule creation to analyze network traffic and
automatically generate precise rules, significantly reducing
the potential for human error and accelerating deployment.

Agentless Architecture The solution requires no software installation on OT devices, making

it particularly effective for legacy systems and resource-constrained
environments. This allows for rapid scaling across diverse OT setups without
disrupting operations.

Centralized Policy Enforcement Security policies are applied uniformly across the OT and IT networks, ensuring
consistent protection regardless of device type or location.

Network-Layer MFA Integration By enforcing multi-factor authentication at the port level, Zero Networks adds
a critical layer of security, blocking common lateral movement vectors and
allowing temporary access only after successful verification.

Comprehensive Asset Coverage The solution secures both IT and OT assets, adapting to hybrid environments
that are increasingly common in modern industrial settings.

Implementin 30 days

Segment your OT environment and any unmanageable device without a complex, long-term implementation.
The average enterprise saves 87% of costs otherwise spent on traditional firewall-based segmentation and
75% when compared with legacy microsegmentation.
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https://zeronetworks.com/request-demo?utm_medium=document&utm_source=zero_networks&utm_content=ot_iot_segmentation_infosheet

