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How Microsegmentation Powers

NIS2 Compliance

Enforcement for the EU’'s Network and Information Systems (NIS) Directive 2022/2555,
otherwise known as NIS2, is here — streamline compliance with NIS2 requirements and
build a resilient security posture with microsegmentation.

Who Must Comply with NIS2?

Replacing the original NIS1 Directive, NIS2 sets a more ambitious baseline for cybersecurity risk
management and broadens the scope to 18 “essential” sectors, plus a second tier of “important” sectors.
Organizations are subject to NIS2 requirements if they:
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Operate in the EU or = Fall within a == Have 50+ employees or
provide services into it covered sector €10m+ turnover/assets

or deemed critical regardless of size

Essential Entities Important Entities
e T Tt el
| 11 I [ 1
| 11 I | 1
: 2N X | . Ava |
| 111 i ] = .
| 11 : I :
] 11 I | 1
I Transport Banking Financial Health I Public : I Digital Manufacture, Research Food production, |
: Markets Sector ! | Admin I : Providers production and processing & |
| i | | distribution of distribution '
| I, | ! : chemicals !
I ! : I :
I : : I [ |
: 1 : : :
= 9 0 O 9= & W -
| | |
: Digital Energy Drinking | | Space Waste Water ! . Postand Manufacturing Waste !
i Infrastructure Water : : , I courier Management :
I X I : I
_________________________________ I | o o e e e e e e e e e e o e e o e e e Em e e e e e m e Em Em e m e e e e m e e e e e e e e e e e e e e =

SCOPE EXPANDED NEWLY ADDED IN SCOPE
Administrative Fines for Non-Compliance: Administrative Fines for Non-Compliance:
A maximum of at least €10M or 2% of A maximum of at least €7M or 1.4% of
total worldwide annual turnover, total worldwide annual turnover,
whichever is higher. whichever is higher.

KEY NIS2 REQUIREMENTS

How Microsegmentation Helps Achieve NIS2 Compliance

NIS2 outlines technical and organizational measures designed to strengthen cyber resilience,
proactively reduce risks, and accelerate threat containment — automated microsegmentation
makes it easy to comply with key NIS2 requirements.

Requirements How Zero helps
Access Control : . . .
. » Restrict system access to authorized » Enforces identity-based access policies
& Identity : . AN
g users, devices, and services across all human and machine identities
Protection
» Protect privileged access from * Applies MFA at the network layer to
Article 21(2)(g) and credential theft or misuse secure privileged access
Article 21(2)(i)
Requirements How Zero helps
Network & . >
Information  Secure internal network « Blocks unauthorized east-west traffic

communications and prevent
lateral movement

System
Security

* |solates critical systems

« Keeps vital operations safe, even during

 Protect the resilience of internal ...
active incidents

Article 21(2)(f)

systems
Vulnerability Requirements How Zero helps
Handling & « Reduce exposure to known - Isolates vulnerable or legacy systems
Exposure vulnerabilities, especially when » Restricts communication pathways,

patching or remediation cannot be
performed immediately

Reduction preventing unpatched systems from

being used as pivot points
Article 21(2)(d) 8 P P

Requirements How Zero helps
Hlnc(:;l:l,ent& » Maintain capabilities for detecting, « Enables real-time isolation of
=likelUgls managing, and containing compromised systems

Containment cybersecurity incidents

« Keeps unaffected systems operational

Article 21(2)b) and » Support business continuity during attacks
Article 21(2)(c)

Business Requirements How Zero helps
Continuity & » Ensure the availability and * Prevents threats from spreading with
Operational continuity of essential services segmentation architecture

during cyber incidents

Resilience  Quarantines compromised assets without

shutting down the environment

Article 21(2)(c) I

See for yourself how automated, identity-aligned microsegmentation
simplifies NIS2 compliance.
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https://zeronetworks.com/request-demo?utm_medium=document&utm_source=zero_networks&utm_content=nis2complianceinfographic

