
Eliminate the most common paths attackers use to spread. 

Most networks rely on a small, predictable set of 20-30
ports to keep the business running

Legitimate Access & Lateral 
Movement: Exploiting Trust 
to Escalate Impact

Alert Volume and Business 
Risk Are Misaligned

The most common behaviors 
identified in Zero’s threat analysis:

Reuse of valid credentials

Roughly
of these ports function 
as privileged, high-trust 
highways for IT operations

Zero Networks analyzed 3.4 trillion activities across 400 enterprise environments over a 
12-month period to understand how real attacks unfold after initial access. We 

uncovered that most enterprise security risk is driven by the routine abuse of normal, 
trusted access paths, making time-to-containment and blast-radius reduction are the 

true markers of success in today’s threat landscape. 

10
4 protocols—

— account for 
of observed 
threat activity

SMB, RDP, WinRM, 
and RPC

71%

Enterprises don’t need more alerts; they need fewer 
paths for attackers to move

How Business Leaders Can Boost Cyber Resilience

Get Zero

1
Movement from one system 
to another2
Enumeration of systems, 
services, and privileges3

+60%

70%
of alerts don't change 
blast radius or reduce 
business risk

Align Outcomes to Impact 

Measure what matters: 

Alert Noise  ≠ Real Risk 
Reduction

85%

A single compromised 
host can reach: 

of internal systems 
in the first hop in the second 

hop

How much of the environment is reachable 
from a single compromise

How quickly attackers can move once inside

How fast access can be revoked and paths 
eliminated

Prioritize Proactive Containment > 
Reactive Alerts

Eliminate always-on access by enforcing:

Closed-by-default network access

Identity-verified MFA

Automatic revocation when access is no 
longer required

Risk Concentration: The 4 Protocols 
Behind Breach Spread 

Attackers can 
compromise 
of an environment in <1 hour

Cyber Resilience in 2026: 
Why Containment Is the New Prevention

100%

https://zeronetworks.com/request-demo?utm_medium=document&utm_source=zero_networks&utm_content=threat_analysis_infographic

